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Pseudorandom sequences are generated by a deterministic algorithm
and 'look random’.

Desirable 'randomness properties’ depend on the application!
cryptography: unpredictability
numerical integration (quasi-Monte Carlo): uniform distribution

radar: distinction from reflected signal
gambling: a good lawyer
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Uniform distribution?
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Discrepancy

[ = {(’Yn,Oa . ,’Yn,s—l)nNzl}

sequence of N points in the s-dimensional unit interval [0, 1)*

Tr(B)

A(l) = sup

BC[0,1)°

—|B|

)

where Tr(B) is the number of points of I inside the box

B = [Ozo,ﬁo) X X [a’sflaﬂsfl) C [07 1)5

and the supremum is taken over all such boxes.
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Quasi-Monte Carlo Integration

X0, .-, XN-1 € [07 1)5

N—
f(x)dx ~
[, 00 3

How big is the integration error?

LN
/ f(x)dx — =Y f(x
[071)5 N 0

ngh
—
—~~
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0 1

Uniform distribution is important!
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0 1

Bounded variation is important!
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Koksma-Hlawka Inequality

= (Xo, e ,XN_1)

/ f(x)dx — Z )| < V(F)A(T),
[0.1)°

n=0

where V/(f) is a measure for the variation of f.
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How do we estimate the discrepancy?
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We estimate the discrepancy using exponential sums (additive
character sums).
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Erdos- Turan-Koksma inequality

s s—1
3 2 1 1 (s)
AN < | = —_ 4 — — (T ‘
()—(2) PR RTIDY Hmax{|a-y,1} w(la) ]

0<|a|<H j=0 J
N s—1

Zﬁ)(r,a) = Zexp (27riz ajfy,,J->
n=1 Jj=0

and the outer sum is taken over all integer vectors
a=(ap,...,as_1) € Z°\ {0} with |a|] = max_ la;] < H.
Jj= s

Ve
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Group characters

Let (G, o) be a finite Abelian group. A mapping
x:G—C" (F*=TF)\{0})
is called a character of G if

x(goh)=x(g)x(h) forall g,hedG.

Example. xo(g) =1 for all g € G is called the trivial character.
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The character group

With the following multiplication of two character x and ¢ is the set
of characters G a group isomorphic to G:

xv(g) = x(g)v(g), ge€G.

Example. G cyclic of order n with generator g

xk(g) = exp(2mik/n), 0< k<n-—1
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Orthogonality relation

> x(g) =0, Xx#xo

geG

> x(g)=0, g#1c

xeb
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Equations and character sums

Let f : G° — G be a mapping and h € G. Let N(h,f) be the
number of solutions of

flgr,...,g)=h, (g1, ...,8) € G".

Then we have

N(h, f) = |—(1;| > Zx(f(gl,...,gs)h‘l)

= 6P e ) Y (e a)

| X7X0 81,--,8s€G

|N(h,f)—|G|5‘1|<>r<r;éaX>(<) > x(flar.- .. 8:))

81,--,8s€G
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From Fgq to the unit interval

(sn) sequence over F, = {0,1,...,p— 1}, p prime

X, =5s,/p €[0,1)

qg=p", {G,...,0} basis of F, over I,
(sn) sequence over F, with s, = 5,101 + ...+ s, .0,

Xp=Sp, P L4 ... +sup " €]0,1)
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Tr(B)

A(l) = sup N

BCo.1)¢

—|B|

)

where Tr(B) is the number of points of I inside the box

B = [@0,60) X X [asfbﬁsfl) - [07 1)5

Tr(B) can be expressed in terms of character sums (cf.
Erdés-Turan-Koksma).
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Characters of finite fields

IF, finite field of g elements

additive characters: (G,o) = (Fq, +)

q = p prime: ¥,(x) = exp(2miax/p), a € F,

g=1p", Tr(x) =x+xP+ ... +xP" " ,(x) = exp(2miTr(ax)/p)

multiplicative characters: (G, o) = (I}, *)
g primitive element of IF, (F = {gf:0<j<q—2})
X(g’) = exp(27ijk/(q — 1)), 0 < k,j < q—2

Example: x(4-1)2(g’) = (—1) quadratic character
q=p: Xp-12(x) = <I§) Legendre symbol

convention: xx(0) =0, k # 0, xo(0) =1
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Character sums

f.g:Fq—TF,
X multiplicative character and ¢ additive character of [F,

Complete sum:

S(x, 0, f,8) = Y x(F(x)v(g(x))

x€lfq

Incomplete sum: X C F,

S(x. 0. f.8,X) = Y x(F(x))(g(x))

xeX

Trivial bound: |S(x, %, f, g, X)| <|X]
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Complete sums

Weil-bound: Let f, g € F,[X], x a multiplicative character and

and additive character of ;. If x is nontrivial of order s > 1 and f is

not of the form f = au®, a € F;, u € Fy[X], or ¢ is nontrivial and g

is not of the form g = vP — v + b, b € F,, v € F,[X], then we have

1S(x, %, f,g)| < (deg(f) + deg(g) — 1)q*/2.
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Gauss sums

Let x be a multiplicative and %) an additive Character of F,. Then

Gx,¥) =Y x(c)v(c)

CG]F;;
are called Gauss sums.

If x and ¢ are both nontrivial, we have

|G(x, )| = q">.
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GO = Glx, ¥)G(x, ¥)
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Gauss sums Type |l

Sa(W) =Y _w(c"), nlg—1

celfy
Let x be a multiplicative character of order n:

1+ x(x) +x°(x) + ...+ x"(x)

n

=l—=yx(x)=1l<=x=c

and 0 otherwise.

|Sn(¥)] = < (n—1)g"?

> GO Y)
Jj=0
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Incomplete sums over intervals

Main ldea: Reduce to complete sums and apply, say, the Weil bound.
q = p prime, X nontrivial multiplicative character of I,

N—
Z (p*/*log p).
Method of Polya and Vinogradov:
N-1 N—-1 1
doxm = DD x()=D w(x—n)
n=0 n=0 x€F, P P
1 N—1
=1 xGe)| D w(n)
Py |xeF, n=0
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Vinogradov's inequality:

D

Y#o
p—1

o

N—-1

> (n)

n=0

xp(2miaN/p) — 1‘
exp(2mia/p) — 1

p—1

1
ma/p) ”SZ i

— min{a, p — a}
P dx

< p[| —=plogp
1 X

Mn

<
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Linear Pseudorandom Number Generators

F, finite field of g elements, a,b,xy € Fq, a # 0

Xpi1 = ax, + b, n20‘

Corresponding exponential sums are Gauss sums.
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Nonlinear recurrence sequences

up € Fp, f € Fy[X], d =deg(f) >2
Upy1 = f(un)a n>0

(purely) periodic with period t < g

Sv=Y_ (un) = O(N*?p*/*(log p)~*/?)

Polya-Vinogradov fails!

A.Winterhof (RICAM (Linz)) Uniform Distribution Carleton University 2010

27 / 45



Extend and conquer

< (IXI1Y]q)"?

D) wlxy)

xeX yeY
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> w(xy) > W(xy)

2
) Cauchy-Schwarz

2§<Z

xeX yeY xeX |yeY
2
< X)) ()| extend
xeX |yeY
2
< |X|Z Zw(xy) conquer
x€Fq |lyeY

= [XI D) D dlx(n—y2) =1X]IY]g

Y1,y2€Y x€Fq
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Clone

N-1 N—1
D b(un) = > (unii)| < 2k
n=0 n=0
N—-1K-1 K-1
K|Sn| < U(unpi)| +2) K
n=0 k=0 k=0
<K2
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Nonlinear Pseudorandom Numbers

felF,[X],2<deg(f)<qg—1, x €F,

Upy1 = f(u,), n>0
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Niederreiter/Shparlinski, 1999:

Sy = O (N'?p"/?log(d)"? log(p) /?)

Main idea of proof:
Reduction to Weil-bound via cloning and extend and conquer:

> W(F(x))| < (deg(F) — 1)g"/?
x€lFq

Here:
X) =Y aF(X

Exponential degree growth when iterating f(X) is the reason for the
weakness of these bounds. (Cf. linear complexity bounds.)
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Inversive Generators

a,b,ypelFy, a#0

1
— q—2 — ayn =+ b7 Yn 7& 07
yn+1 ayn + b { b, _yn = 0

Niederreiter/Shparlinski, 2001:
DN — O(N—1/2p1/4 |og5(p))

Reason for better result:
f(X) _ bX+a, FJ(X) _ ajX+b;

X CjX+d
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Dickson and Power Generator

The Dickson polynomial D.(X, a) € F,[X] is defined by the following
recurrence relation

De(X,a) = XD._1(X,a) — aD._»(X,a), e=2,3,.

. ey

with initial values
Do(X,a):2, Dl(X,a):X,

where a € F,. Obviously, the degree of D, is e. Moreover, if
a € {0,1} then we have D.(Dr(X, a),a) = Der(X, a).
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Pnt+1 = pﬁ? n>0

power generator
power generator: Friedlander/Shparlinski, 2001
Reason for better result: Fi(X) = X med p-1
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ups1 = De(up, 1), n >0,

with some initial value ug and e > 2.
Dickson generator

Dickson generator: Gomez/Gutierrez/Shparlinski, 2006
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Redéi generator

Suppose that

r(X) =X*>—aX — B €F,[X]
is an irreducible quadratic polynomial with the two different roots &
and ¢ = &P in F2. Then any polynomial b(X) € F2[X] can uniquely
be written in the form b(X) = g(X) + h(X)¢ with
g(X), h(X) € Fp[X]. We consider the elements

(X 4 €)° = ge(X) + he(X)E.

e is the degree of the polynomial g.(X), and h.(X) has degree at
most e — 1. The Rédei function f.(X) of degree e is then given by

_ &(X)
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Upy1 = fe(“n)y n> O,

with a Rédei permutation f.(X) and some initial element ug € F,,.

Redéi generator: Gutierrez/W., 2007
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p-Weight Degree

n nonnegative integer
p-weight of n:

I I
Op <Z n,-p") = Zn;, 0<n <p.
i=0 i=0

0<e <e<---<eintegers, g =p’, F(X) =1, %X € Fg[X]
nonzero polynomial over F, with v; #0, i =1,...,/
p-weight degree of f:

wp(f) < deg(f)
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If g(X) € Fo[X] and {f1,...,05,} is a fixed ordered F,-basis of I,
we define

G(Xl, ... ,Xr) = Tr(g(Xlﬁl +.. Xrﬁr))u

where Tr(X) = X + XP + ...+ XP" " is the absolute trace function
of Fy. Then the transformed polynomial Gg(Xi, ..., X.) of g(X) is
the unique polynomial with all local degrees smaller than p such that

Gr(X1,..., X)) = G(X,.... X)) mod (X’ —Xi,...,XP — X,).

The interest of this construction relies on the fact that, under certain
assumptions, the total degree of Gg(Xi, ..., X,) coincides with the
p-weight degree of g(X).
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Instead of univariate Weil-bound

> vg(g(x))| < (deg(g) — 1)g*?
x€Fg
we apply the multivariate Weil-bound

Z Yo((Gr(x1y .-y %)) < (W, — 1)pr—1/2

X1,..,Xr EFp

(Ibeas/W., 2010)
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F(X) = aX9HF(X) €F[X] with a#0, wy(f) <o,(d), d>2

and

gcd (d, ZLD < oy(d)". 2)

If the sequence (x,) defined by x,.1 = f(x,), n >0, xo € Fg, with
f(X) € Fy[X] of the form (1) satisfying (2) is purely periodic with
period t, then

San(f) < N2 (logw)'/?/(log p)*/?, 1< N<t, a#0,

where w = 0,(d) > 1 is the p-weight degree of f(X) and the implied
constant depends only on s.
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Polynomial Systems

Let {Fi,...,F,} be a system of r > 2 polynomials

Fie Fo[Xi, ..., Xn], i=1,...,r, defined in the following way:
F(Xe . X)) = X G(Xas o X))+ Hy(Xos .., X),
Fo(X1, ..., X)) = XoGo( X5, ..., X)) + Ha( X5, ..., X)),

Froa(Xy, .o, Xe) = X2 G (Xr) + He—a(X0),
F.(Xi,..., X)) =gX, + h,.
Using the following vector notation
F=(F(X, .. X), o F (X, X)),
we define the following vector sequence

Wni1 = F(W,), n=0,1,....

(Ostafe, Shparlinski 2009)
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Open Problem

Find more good nonlinear generators.
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Thank you for your attention.
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