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E/IFq is given by an equation of a plane curve:

y> + a1zy + agy = 2 + azx” + a4z + ag,

with a; € I,

The set of solutions (z,y) € F, x F, together with the point “at
infinity” O is denoted by E(IF,)

q=2°
q=3"

binary curve
ternary curve

prime curve

y? + Ty = 2° + asz® + ag

Y

2

— 77 —I—a2x2 + a4 + ag

Y

2

:x3+a4x+a6
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The number of I¥,-rational points on an elliptic curve E/]Fq satisfies

where

#E[F) =q+1—t

1 <2V/4q
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E, /Fop is a Koblitz curve if
y2+xy:x3+a:c2+1witha:0,1

Choice of a good extension is dictated by the existence of a large
subgroup (of index less than 5 in E,(IF2p )) of prime order,
generated, say, by a point P.
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Ey, /3o is a supersingular ternary Koblitz curve if
2 _ .3 - .
y°=x° —x + bwithb = £1

Supersingular ternary Koblitz curves have found many applications
to pairing-based cryptosystems (e.g. IBE).

Choice of a good extension is dictated by the existence of a large
subgroup (of index less than 5 in Ey(IF3»)) of prime order,
generated, say, by a point P.
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Frobenius map:

T. Ea(sz) — Ea(sz)
(x,y) — (2, 9°)

Frobenius is very cheap (time is O(1) in normal bases and O(p)
using polynomial reduction).
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On E, computation of 3P is very fast (equivalent to 2 Frobeniuses)

3: Eb(ng) — Eb(ng)
(CC, y) — (IQ B b7 _y9)
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R

2P.

1 Tp+ a5 +xp —2b
R: 5 rp, — 1t £ P
Yp yp

These operations are costly!
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Note that all the single base algorithms have a linear (> clogn)
cost in the number of elliptic curve operations whereas double base
algorithms have a sublinear cost in O(logn/loglogn).
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n = (Np_1Mp—2...ng)3 Withn; = 0, £1
1.Q=0
2. forr =p—1downto O

(@ Q =3Q
(b) ifn; #0then Q = Q + n; P

3. return Q

Average Cost: p triplings and 2p/3 additions. Note that
p=plog2/log3

Fields Workshop on New Directions in Cryptography 26/06/2008 — 17 / 41 :



Introduction to Elliptic
Curves

Double Base Expansions

Scalar Multiplication
Algorithms

e Double and add

e Double and
add-subtract (NAF)

e 7 and add-subtract
(char 2)

® Triple and
add-subtract

e Double Base
Expansions

e Double Base Scalar
Multiplication

e Performance of
Double Base Scalar
Multiplication

Decomposition
Algorithms

Further results

It is a finite expansion of n into a double base { A, B} of the form
n = Z ASB!
s,t

We can reorder the exponents s, ¢ in lexicographic order as
J di
n — ZASz Z Bl , S; > S;+1 and tiﬂ' > ti7j+1
; ot

1=1

where the map P — B P is fast (Frobenius or triplication on
supersingular ternary curves)
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1. Q «— O

1

11.
12.

2
3
4
5
6.
7
8
9
0

Forio=1toJ — 1

R+~ P

Forj = 1to J;
R« Btii~tii+tiR 4+ P
Q—Q+R
Q — A%—5h1Q
. R P
Forj = 1to dj
R« B%.j~ti+1R 4+ P

Q—Q+R

Return ()
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If multiplication by 5 can be neglected, then total cost is bounded by

logn

© log logn

elliptic curve operations if the number of addends is less than this

logn
bound and max s; = s1 = 0 :
log logn

How can we achieve this bound?
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p—1
Tofindn = (np_1np—2...Mg)2 = Z n;2" do
1=0

1.y «— 0, N«—ni1«+—p-—1
2. while N > 0

a) find largest power 2k < N with k < 4

c) N «— N — 2F

(a)
(b) ny — 1
(c)
(d)

3. return (Np_1Np—2...M0)2

Further results
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In this case we find bits from least significant to most significant

(right to left).

1. n; «— 0, N «—n,1 <0

2. while N >0
(a) If 2 does not divide NV
i n; — 1
i. N «— (N—1)
(b) N «— N/2
) 1 —1+1

3. return (Np_1Np—2...M0)2

Further results
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Greedy algorithms quickly become cumbersome.

1. nj«— 0 N—ni1«—p—10«1

2. while N > 0

a) find k < i+ 1 with [N —

b

d NH|N—2k|

e

3. return (np_1np_2 ...

(a)
(b)
(c) o « sign(IN — 2F)
(d)
(e) ¢

no)2

2/{\ < 2k—2

Further results
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1. n; < 0, N «<—n,1—0
2. while N > 0

(a) If 2 does not divide NV

i. n; < +1where £1 = N (mod 4)

i. N« (N F1) (opposite sign from above)
(b) N — N/2
() i+—1+1

3. return (np_1np_2...10)2

Further results
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1. N «—n

2. While N > 0

3. Untl3|N,N < N/3

4. Find 0 < j < 3% 12 with N = 27 (mod 3%)

5. N « (N —27)/3v

6. Return “dibits”
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]

2

3.

4.

6

7

e =l

T—1

. N «—n (mod )

. While |[N| > 22" do
Until 7 | N, N «— N/t

Find0 < j <2“2ande =0,1with N = (—1)¢7
(mod 7%)

N « (N — (=1)e7) /¥
. Produce the 7-NAF expansion of [V

. Return “dibits”
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T=1l =7

Suppose we want to compute ( P, where ( € Z|1]. We let
W= P _ 1
C/ = 22 QC (mod 7_—1) We get

(P = Y1) et = Yo

€ p+t,—s!

_ Z e P

where €; = 1 if t; < s;; and 0 else. We thus get a DB expansion in
base {1/2,7}.
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This recoding and scalar multiplication needs only

O((log log n)*)bits.

Indeed, we only need to store the table giving, for each /N
(mod 3“), say, the value 0 < j < 34=192 such that V = 27
(mod 3“).
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Performance Comparison

piroduction o Elpte We compare our new algorithm (in an improved version on Koblitz
Scalar Multiplication curves in char 2) to existing ones without and with precomputation.
Algorithms

E\’;‘;‘;;“hﬁ;’j“on Field || 7-NAF | w-T- w | DBNS| u || %/T- Y%olw-

e Greedy Binary size NAF (%, 7') NAF 7-NAF

e Algebraic Binary

e Greedy NAF P

:2:3::::22“;“ 163 || 54.33 | 34.16 | 5 | 31.09 | 5 || 42.78% | 8.99%
 Double Base 233 || 7766 | 4583 | 5 | 41.38 | 6 || 46.72%| 9.71%
B — 283 || 94.33 | 54.16 | 5 | 48.80 | 6 || 48.27%| 9.90%

< Doutne Base 409 || 136.33 | 73.42 | 6 | 66.89 | 6 || 50.94%| 8.90%
e 571 || 190.33 | 102.37 | 6 | 88.04 | 7 || 53.74%| 14.00%
recodng

ST Comparison of scalar multiplication algorithms on Koblitz curves

® Analysis of Complex

Double Base Recoding

® Replacing 7 with

1/2

® Memory

Requirements

® Performance
| Comparison l
1
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Further results

@ Lower Bounds on a
Double Base Expansion

e Explanation

e Double Base Chains
e Recent work by

others

@ Conclusion

Any unsigned {2, 3 }-expansion or any {2, 3 }-expansion (resp.
{3, 7} or {7, 7 }-expansion) where the exponents of the base
elements are bounded above by C'log n (i.e. found by means of a
greedy algorithm) must have length

logn logn
k > 5 + 0 5
loglogn log logn
In particular, one cannot reasonably hope to go below this order of
complexity and ¢ > 1.
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@ Lower Bounds on a
Double Base Expansion

e Explanation

e Double Base Chains
e Recent work by

others

@ Conclusion

For simplicity assume bases are {2,3}. Let M = [C'logn|. There
are M? different numbers 23! with s, ¢ < M. Therefore the
number of positive integers less than 2M which can be represented
by at most k {2, 3}-numbers of this form is upper bounded by

I'(M?+1)

zzk;? (Af) < k2 (Af) T T(k+ D)I(MZ—k) k 2k

Substituting k£ = clogn/ loglogn and using Stirling’s formula, we

find that the right-hand side is 0(2) whenever ¢ < 1, therefore the
number of n’s that can be represented in this way is 0(2"!) which is
a negligible fraction of 2
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@ Lower Bounds on a
Double Base Expansion

e Explanation

@ Double Base Chains
e Recent work by
others

@ Conclusion

They are double base expansions

n = Z A% Bt

1

where s; > Si+1 and t; > tf,;_|_1.

Advantage: Scalar multiplication with a single loop, can be applied to
all elliptic curves.

Unfortunately, our algorithm does not seem to give double base

chains.
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ot e e NAF Double base chains using an algebraic method (compared
Decomposition to the greedy algorithm of Dimitrov-Imbert-Mishra)

L e Length better than usual NAF, but not sublinear

Further results

e Lower Bounds on a e in large bases or w-NAF, need to precompute and store points

Double Base Expansion
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Further results

@ Lower Bounds on a
Double Base Expansion

e Explanation

@ Double Base Chains
e Recent work by
others

@ Conclusion

e Double bases provide a new generation of scalar multiplication
implementations on curves with very fast endomorphisms
(Koblitz curves).

e I|dea of double bases: use fast multiplication “ad nauseam”. Still

cheap!

e First algebraic (right-to-left) algorithm to write a double base
expansion of a scalar n

e \Works also when both bases are complex

e Much faster than previous algorithms, proven optimal length of
logn/loglogn

e Extend this theoretical analysis to double base chains: could be
adapted to all elliptic curves (however sublinearity seems hard to

achieve)
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